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Abstract to peers who donate resources may be enough to overcome
the disadvantage given by the cost of donation.

We investigate the circumstances under which it is pos-  This use of reputation differs from the classic use of rep-
sible to discourage free-riding in a peer-to-peer system ytation [14] to enhance the quality of transactions in peer-
for resource-sharing by prioritizing resource allocation to to-peer Systems such as eBay [6]’ orto margina“ze untrust-
peers with higher reputation. We use a model to predict worthy peers as in the systems surveyed by Ooi et al. [12]. If
conditions necessary for any reputation scheme to succeegeputation is used to discourage free-riding then the choice
in discouraging free-riding by this method. We show with tg interact with a peer with high reputation is made in order
simulations that for representative cases, a very simple au-to reward the peer for its previous behaviour, rather than to
tonomous reputation scheme works nearly as well at dis-enhance the expected quality of the immediate transaction.
couraging free-riding as an ideal reputation scheme. Fi-  \yg are particularly interested in the circumstances under
nally, we investigate the expected dynamic behavior of the,,nich it is possible to discourage free-riders usingaan
system. tonomougeputation scheme. In an autonomous reputation

scheme, peers use only local information to prioritize other

peers. As such, they can only access reputation informa-
1 Introduction tion involving peer-to-peer interactions in which they them-

selves have participated. The reputation of a given peer will

Peer-to-peer systems can be an effective and robust wayn general be different in the eyes of different peers, and
of sharing resources. However, the effectiveness of severafhere is no attempt to reconcile these local reputations to
existing peer-to-peer systems is diminished by widespreadcreate a global assessment. As a result, autonomous reputa-
free-riding [1, 15, 16]. A peer that is a free-rider consumes tion schemes are relatively simple to implement, and do not
resources donated by others but does not donate any retequire a cryptographic infrastructure or centralized storage
sources itself. If there is a nonzero cost of donation, andt0 guarantee integrity of data retrieved from other peers, as
the system does not discriminate between free-riders ands the case for some other reputation schemes that assign a
other peers, then peers have an economic incentive to besingle global reputation value to a peer. Autonomous rep-
come free-riders, thus reducing the resources available forutation schemes are used in several peer-to-peer resource-
donation in the community, and diminishing the utility of sharing networks [2, 4, 7, 8].
the system as a whole. An alternative way of using a reputation scheme to dis-

One potential solution is to introduce a reputation courage free-riders would be not to give peers with low
scheme to the system. The interactions between peers afreputation low priority access to donated resources, but to
fect their reputation in a way designed so that free-riders refuse to donate resources altogether to peers with reputa-
are unlikely or unable to build up a high reputation. When a tion below some chosen limit: if a peer had resources to
peer has a resource to donate, and there are several peers @enate but only peers with low reputation requested them,
guesting this resource, the peers with higher reputation arethen the resources would remain undonated. However, this
given priority. The idea is that the advantage that this gives alternative would cause bootstrapping problems for an au-



tonomous reputation scheme, because a new collaboratocentage of all requests are for a relatively small number of
entering a system with autonomous reputation can onlyfiles. For each one of these popular files, we can consider
show that it is not a free-rider by donating resources, andthe peer-to-peer virtual subsystems consisting of requests
can only detect that another peer is not a free-rider by be-for and donations of the file. Within each of these sub-
ing donated resources by that peer. Hence in this paper wesystems the resources are interchangeable. It is intuitively
consider the effect when the reputation scheme is used taeasonable that if each of these virtual subsystems satisfies
prioritize donations rather than to ban certain kinds of do- conditions that allow a particular reputation system to drive
nation completely. out free-riding, then by using the reputation system for the
In this paper we explore the design space for a peer-to-prioritization of donations in the file-sharing system as a
peer system in which it is possible to discourage free-riding Whole it should be possible to discourage peers with typi-
by prioritizing resource donations using an autonomous cal resource requirements from free-riding. A more precise
reputation scheme. analysis of the circumstances in which a reputation scheme
In [2] we described an extremely lightweight au- C€&n _be used to discourage fr_ee-r|d|ng in a file-sharing sys-
tonomous reputation scheme. This was designed to pro-€M is beyond the scope of this paper.
mote equitable resource sharing in OurGrid, a peer-to-peer 1h€ rest of this paper is structured as follows. After
system that we are currently developing for sharing CPU cy- & Prief discussion of related work, we describe our au-
cles for bag-of-tasks applications [3]. For this autonomous tonomous reputation scheme and the design parameters for
reputation scheme, the reputation of p&drin the eyes of ~ OUr system. Next we analyze the conditions on these pa-
peerP?2 is equal to the total value of resources ti2t has rameters for the system to work at a fixed time, and use

donatedP1, minus the total value of resources tht has this analysis to predict system behaviour for some repre-
donatedP2 — or is zero if this value is negative. Through sentative scenarios. We then simulate these scenarios for

simulations of representative cases, we will demonstrate thePUr reputation scheme to check that the predictions are met,
effectiveness of this reputation scheme in discouraging free-2nd compare the performance of our scheme with that of an
riders when the system does not exhibit eager consumptionideal reputation scheme in the simulated scenarios. Finally,
that is, when peers in consuming state have a limit on theWe investigate the dynamic behaviour of the system if peers
amount of resources that they can use with positive utility. change their strategies according to their own economic in-
Non-eagerness is realistic if the resource being shared is fot€rest.
example CPU time for applications that are not easily par-
allelizable, or is access to a particular software application. 2 Related Work
We define a free-rider as a peer that does not contribute
resources to the system, andallaborator as a peer that There recently has been an increasing amount of research
does contribute resources. We say thatsystem workat  in the area of reputation schemes for peer-to-peer networks,
time ¢ if at that time there is a disincentive for collabora- particularly for file-sharing networks. However, most of this
tors to change their strategy to free-riding: in other words, research is on schemes that are not autonomous. For anal-
if the expected utility for a collaborator is greater than the yses of the effect on free-riding of various non-autonomous
expected utility the collaborator would have if it changed reputation schemes, see for example [5, 9, 13].
strategy. Free-riders always have an expected utility at least The file-distribution system BitTorrent [4] uses an au-
as great as the expected utility that they would have outsidetonomous tit-for-tat mechanism to decide to whom to up-
the system, and so if the system works then the expectedoad, at what bandwidth. However BitTorrent does not
utility for collaborators in the system is greater than their yse long-term reputation records, because the community
expected utility if they left the system. it serves is very dynamic and long-term peer relationships
In this paper we assume that peers in consuming stateare unlikely.
can be donated resources by any collaborator in donating Autonomous reputation schemes are used in the peer-to-
state. This implies that the resources are interchangeablepeer file-sharing networks eMule [7] and GNUnet [8], but
which can be the case if the system shares generic CPUve are not aware of any analytical studies of the effect of
time, or bandwidth, or storage. However the analysis of these schemes on the amount of free-riding in these net-
this paper may not extend to peer-to-peer systems sharingvorks.
less generic resources, such as data files, because a peer re- One previous paper, by Lai et al., [10], analyses the ef-
questing a specific file will not in general be able to receive fect on free-riding of an autonomous reputation scheme. In
it from any peer currently donating resources, only from the scheme analysed, if peer A receives a request from peer
those peers currently donating resources that have a copy oB, peer A has made > 0 requests to B in the past, and B
the file. However, measurements of large scale peer-to-peehas cooperated with of these, then A cooperates with B's
file-sharing systems [11, 16] have found that a large per- current request with probability/r. If resource contention



is possible, Lai et al's scheme may result in some avail-
able resources being wasted. For example, suppose that an
available resource is requested by just one peer, but some
past requests from the resource owner were rejected by that
peer because they were for contended resources. Then the
available resource may not be donated.

3 System description

In this section we describe our autonomous reputation
scheme, and the design parameters for the peer-to-peer
resource-sharing system that uses it.

3.1 The autonomous reputation scheme

In our autonomous reputation scheme, which was in-
troduced in [2], each peeP1 keeps a local record of
V(P1,P2) andV (P2, P1) for each peerP2 with which
it has interacted, wher& (P1, P2) is the total value of
resources that have been donated fréfhto P2 in the
past. Each time it makes or receives a donation fid®n
P1 updates this record, and recalculates its local reputation
score forP2, which which is equal tonaz{V (P2, P1) —
V(P1,P2),0}. We writer p; (P2) to denote this score.

When peerP1 has spare resources that are requested by
more than one other peer, it uses its local reputation scores
to prioritize its donations of these resources, giving highest
priority to satisfying the requests of the request&rgor

of C' is fixed for a given peer, but may vary between
peers, with average valu@.

e The probabilityp of a peer being in consuming state.

We assume that at a given time each peer has an inde-
pendent probability of being in consuming state.

Cost of donation. The utility lost to the donator as
a result of donation is a constanttimes the utility
gained by the recipient as a result of the donation, with
0 < v < 1. If resources are available for donation but
are not donated, no utility cost associated with these
resources is incurred by the resource owner.

Value of donation. When a collaborator is not in con-
suming state, it has resources of valleavailable to
donate to the system. Note thatmodels performance
as well as theoretical capacity. For example, if a peer
has 1000 spare CPU cycles to donate, but its perfor-
mance is bad and in practice the value it delivers when
donating 1000 cycles is only as good as if it had no
performance problems and donated 800 cycles, then
D for the peer will be 800, not 1000. We assume that
the value ofD is fixed for a given peer, but can vary
between different peers, with average valde

e The proportionf, of peers that are free-riders at time

t. The valuef; lies between 0 and 1. Attimg N.f;
peers will be free-riders an.(1 — f;) collaborators,
whereN is the total number of peers in the system.

For our analysis and simulations we will assume that all
the values of the variables other thrare fixed over time.

The protocol for donation of resources is that collabora-
0. If P2 donates a resource with valiizto P1, rp(P2) tors that are not in consuming state donate all the resources

will increase toR (whereas-p; (P3) will remain zero). If ~ that they have available as long as there are peers in con-
then P1 has a spare resource and has to choose between &Uming state prepared to consume them. Peers with high
request for that resource frorA2 and a request fronP3’ reputatlon are given pl’lorlty in donations. We assume that
P1 will choose to donate the resource R2. P1 would the granularity of resources is low enough that a donating

make the same decisioniif3 had interacted wittP1 before ~ Peer with at least as many spare resources as a consuming
butr 1 (P3) was smaller thatk. peer requests is able to give exactly the amount of resources

requested, if the donating peer wishes to do so. Any re-
sources left over, after all peers in consuming state have
been donated the maximum amount of resources that they
fre prepared to accept, are not donated. Collaborators with
collaborators and free-riders. At a fixed timea peer can resources to donate at a particular time do not have to do-
nate them all to the same peer: they can donate resources to

be either in consuming or in non-consuming state. When in | diff ; r id h )
non-consuming state, collaborators donate their resources>€Veral differentrequesting peers. Free-riders that are notin

while free-riders go idle. The design parameters that we CONSuming state stay idle.
consider for the peer-to-peer system are:

whichrp; (P) is largest.
As an illustration, suppose that pedrs, P2, P2 have
not interacted before. We have, (P2) = rpi(P3) =

3.2 System model

We consider a peer-to-peer system comprised of a set o

4 Analysis
e Eagerness. We assume that for each peer there is a
maximum valueC' > 0 of the utility of resources that In this section we calculate the values of design param-
can be consumed during a unit time interval when the eters for which an ideal reputation system succeeds in dis-
peer is in consuming state. Thus limits the amount  couraging free-riding, and use approximations to give pre-
of resources that can be useful for a peer. The valuedictions for the behaviour of sample scenarios.



Recall that we say that the system works at titvieat
that time there is a disincentive to collaborators to change (T —v.wa)  (Ta — ) )

their strategy to free-riding. Define thalvantage to col- (1—fo).N Je-N

laboratorsat timet as the gxpected utility g.ain toacollab- \yhich is a monotonically increasing function ¢f that
orator as a result of being in the system minus the expectedends to minus infinity ag;, — 0. So the system does not

utility gain to a free-rider. This is a measure of how much \yqrk at timet for f, = 0, and works forf, € (0,1) if and
free-riding is discouraged at tinte It will in general be a only if the value of this function is positive. 7

function of f;. The system works at timewith f, = f if
and only if eitherf € (0,1) and the advantage to collabo-

So far we have assumed that there is non-eager consump-
' - > 1 tion. But a similar argument can be used if there is ea-
rators is positive af; = f, or f = 0 and the limit of the  gor consumption. Eager consumption can be modeled by
advamage to cpllabo_rator§ #s— 0 is positive. puttingz. = oo. This implies that the condition for famine

Initially we pick a fixed timef, and calculate whether the  yo|4s, whatever the values of the other variables, and hence
system works at that time. Later on (in Section 6) we will he system works if there is eager consumption.

discuss the dynamic behaviour of the system. In this subsection we have not assumed that the alloca-
_ _ _ tion of resources to requesting collaborators favours those
4.1 Analysis for fixed time collaborators who have donated more. However, supposing

it does, if there is famine and a collaborator acquires some

For this subsection we will assume that the system useshew spare resources additional to its original resources of
an ideal reputation scheme that is able to identify free-ridersvalue D, then the collaborator has an incentive to donate
perfectly, that is, any free-rider always has a lower reputa- these new resources to the community, provided that doing
tion than any collaborator. so will not move the system out of the famine condition.

Suppose at a fixed timethe total value of resources of- We now use the results of this analysis to pick some rep-
fered for donation is:; (and that this is greater than zero), resentative scenarios for the system parameters, and make
the total value of resources requested by collaborators inpredictions for the behaviour of the system for these scenar-
consuming state is., and the total value of resources re- ios.
quested by free-riders in consuming state js We distin-
guish three casesfamineof donations, glut of donations, 4.2 Predictions for sample scenarios
and themiddlecase.

The condition for famine ig; < z.. If this holds, then The mean values of;, z. andz; can be expressed in
free-riders receive no donations, so gain utility zero by be- terms of the design parameters(@s— p).D.(1 — f;).N,
ing in the system, whereas the set of collaborators gains g.C.(1 — f;).N, andp.C.f,.N respectively. We can esti-
total utility (1 — v).z4 > 0 by being in the system. There- mate whether the system will work or not at a fixed time
fore the advantage to collaborators is positive, and the sys{or a given set of parameter values, by determining whether
tem works at time. the system will work for the mean valuesof, z. andx.

The condition for glut isty > z. + x. If this holds, This is only an estimate, because the actual values fluctu-
then all peers who make a request at tinvéll be donated ate statistically about these values, but this is a reasonable
all the resources they request. The expected utility gain forapproximation to make because small changes in these val-
a peer resulting from the resources it is donated depends omes will result in small changes in the utilities we calculate.
C, but does not depend on whether the peer is a collaboratoThe approximation is less accuratelifvaries widely be-
or a free-rider. On the other hand, a collaborator has antween peers.)
expected utility cost resulting from the resources it donates. The scenarios we choose are the ones where the pa-
So a collaborator can increase its overall expected utility by rameter values satisffp = 10, C = 9D for each peer,
changing its strategy to free-riding. Therefore the advantageC' = D for each peer, o€ = D/10 for each peer (recall
to collaborators is negative, and the system does not workthat D may vary from peer to peery € {0.1,0.5,0.9};

at timet. fi € {0.25,0.5,0.75}; andv € {0.1,0.4}. This makes a
The condition for the middle case is that there is neither total of 3 x 3 x 3 x 2 = 54 sets of parameter values.

famine nor glut, ie.x. < 24 < . + xy. In this case the We have chosen these values to be realistic, to include

total utility gain by the set of collaboratorsis —v.z4, and both low and high realistic values, and to include some sce-

the total utility gain by the set of free-ridersig — z.. If narios where the mean values®f, z. andz; are on the

z. < v.zg4, then clearly the advantage to collaborators is borderline between different cases.

non-positive and the system does not work at ttm&up- Our prediction, using the estimate given by taking the

posex. — v.x4 IS positive andf; € (0,1). Then the advan-  mean values and applying the analysis of the previous sub-
tage to collaborators is section, is that among these 54 sets of parameter values, as-



suming perfect identification of free-riders, the system will so the statistical fluctuations ity; have a greater impact on
work just for the 36 sets of parameter values that satisfy them. Indeed, it was in these scenarios that the advantage to
C =9D,orC = Dandp =0.9,0orC = D andp = 0.5, collaborators found in the simulation using the ideal reputa-
orC = D/10 andp = 0.9. For the scenarios satisfying one tion scheme differed most from the the values predicted by
of the first three alternatives there is famine for the mean our analysis, and also differed most from the values found

values, and the scenarios satisfyitig= D/10 andp = 0.9 in the simulation of our autonomous reputation scheme.
the mean values are in the middle case with positive advan-  The sole scenario in which the system did not work using
tage to collaborators. our autonomous reputation scheme when the analysis pre-

Clearly, if the system will not work for an ideal reputa- dicted that it would using a perfect reputation scheme was
tion system that has perfect identification of free-riders, it the one withC' = 9D, p = 0.1, f = 0.25 andv = 0.4. This
should not work for a weaker reputation scheme. Our au-scenario is also in the border between the famine and the
tonomous reputation scheme does not in general give permiddle case, and settinf) = 0.25 andv = 0.4 is enough
fect identification of free riders, so for this scheme we pre- to give a negative advantage to collaborators under our au-
dict that the system will work for a subset of the 36 sets of tonomous scheme. Note that these two parameter values de-

parameter values identified above. fine a scenario where there is a relatively large cost of donat-
ing resources, and few free-riders to share the resources they
5 Simulations manage to get. The ideal reputation scheme, however, did

not perform much better in the simulation of this scenario:

We now turn to simulations for the design parameters |tshad\{[<';1]ntagetfor coIIatr)]oratotrs Ztayf ftluct;atmg arc()jgnd tZ ero
above. The simulator simulates some aspects of a real"'eN € System reacnhes steady staté. 5o, according to our

implementation (specifically, the fluctuations over time of deflnlt_lon, even Whe’? using a reputatlor_1 scheme that per-
amounts donated and requested) that are ignored by the anf:e ctIy_ 'def‘“f'es fre_e-nders, the system did not work all the
alytical model. However it is not a total P2P system simula- time in this scenario. . _
tor, since for example it does not deal with topology issues. AS @ second step, we introduced some new scenarios
We aim to investigate the effectiveness of our autonomousWhere peers do not have the samgand, hence, not the
reputation scheme in providing a positive advantage to col-S2meC) or the samey. We investigated the cases where
laborators in the scenarios for which the analysis of the last€itherD or p is given by the uniform distributions (1, 19)
section predicts that it is possible for a reputation scheme©f U(0.1,0.9), respectively.

to do so. In order to provide a reference system, we simu- WhenD was given by a uniform distribution with mean
lated an ideal reputation scheme that perfectly identifies all 10 there was the same overall behavior as whewas set
free-riders. equal to10 for all peers, and making different for differ-

In our simulations, the timeline is in turns, and at each ent peers had only a slightly greater impact. Although the
turn each peer has an independent probability being in mean value op was equal td.5 in all our scenarios, the
consuming state. We ran the scenarios described in Subsedlifference between the performance of the system in pro-
tion 4.2 with the value of donatio® = 10 for all peers,  Viding incentives for collaborations using our autonomous
using our autonomous scheme and using the ideal reputareéputation scheme and using an ideal reputation scheme was
tion scheme. greater in the scenarios where different peers had different

For both reputation schemes the advantage to collaboravalues ofp. More specifically, the statistical fluctuations in
tors in the simulations was positive for 35 of the 36 scenar- o« made the difference in performance greater for the sce-
ios the analysis had predicted it would be positive. Also, for narios whereC' = D and f = 0.25 and made the system
29 of these 35 scenarios the behavior of the the autonomougot work when using our autonomous reputation scheme in
sceme in the simulations was close to the behavior of thethe two scenarios whe® = D, v = 0.4, p = U(0.1,0.9)
ideal reputation scheme. Figure 1 illustrates the comparisonand f € {0.25,0.5}. Once again, these scenarios are on
of the advantage for collaborators between a system usinghe border between the famine and middle cases. The sta-
the autonomous reputation sceme and the ideal reputatioristical fluctuations inz, arising from the differing values
scheme for some of these scenarios, where the eagernes¥ p regularly pushed the system into the middle case, in
level C = D and the cost of donation= 0.4. which our autonomous reputation scheme is less efficient

The scenarios where the difference between our au-at rewarding collaborators. When combined with the high
tonomous reputation scheme and the ideal reputationcost of donation) = 0.4, the effect was that the advantage
scheme was significant were all the scenarios in which to collaborators was negative for our autonomous reputation
C = 9D andp = 0.1. This difference is illustrated in  Scheme in these scenarios.

Figure 2. The scenarios in whidll = 9D andp = 0.1 Still, the system using our autonomous reputation
are on the border between the famine and the middle casescheme performed similarly to one using an ideal reputation
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Figure 2. Advantage to collaborators in the scenarios where C =9D and v = 0.1, varying pand f.

scheme in almost all scenarios of our experiment where wescheme without a great loss in performance. With the ex-
predicted that any reputation had a chance of being effectiveception of the three border scenarios with large donation
(including 35 out of our original 36 scenarios with fixed  costs, although it sometimes did not perform as well as
andD). With the exception of three scenarios where our au- the ideal reputation scheme, our autonomous scheme still
tonomous reputation scheme proved to have a slightly dif- managed to provide a positive advantage to collaborators
ferent tolerance for non-contention of resources, it made thewhenever the ideal reputation scheme did so. We had imag-
system work whenever an ideal reputation scheme would.ined that more complex centralized reputation schemes with
Moreover, for the great majority of scenarios, there was global assessments of reputation would give a significantly
only a very small difference between the measured advan-greater advantage to collaborators than our autonomous rep-
tage for collaborators in a system using our autonomousutation scheme, but this appears not to be the case.
reputation scheme and in a system using the ideal reputa-

) Note that our comparisons between the two reputation
tion scheme.

schemes were all made after the system using our au-
This shows, at least for the scenarios that we simulated,tonomous reputation scheme had reached a steady state. A

that in most of the cases where it is possible to use an ideakystem using our autonomous scheme requires some time to

reputation scheme, it is also possible to use our autonomouseach a steady state in which it has an accurate identification



06 . . . . . if the advantage to collaborators is negative at timand

05 L e — 1 negative if the advantage to collaborators is positive at time
t.
04 - § We do not need to offer peers a third option of leaving the
é 03 - i system, because free-riders always have an expected utility
iy \ at least as great as they would have outside the system. We
] assume that the choice of strategy is binary, that is, peers
y either choose to be a collaborator and offer all their spare
resources to the community, or to be a free-rider and offer
0 00 1c;oo 1;&; 2500 25'00 23000 none: we do not_ cons_|der the option of peers offering some
Tumns but not all of their available resources.
We give a general analysis under the assumption that the
Figure 3. The proportion of resources do- values ofC' and D do not vary widely between peers. If this
nated to free-riders using our autonomous is not the case, then the system is harder to analyse in gen-
reputation scheme for f = 0.5, p = 0.5 and eral, but we describe one example with heterogeneous peers
different values of C for which it is possible to determine the system’s dynamic

behaviour.

6.1 Analysis of dynamic behaviour
of free-riders. As a result, before the system reaches this
state the reputation scheme should have less effect than the kg, this subsection we assume that the values afdD

perfept rep'utation system in discouraging free-riding. We 4o not vary widely between peers. More specifically, we as-
now investigate whether the eagemess l&vélas an im- g me (as in Subsection 4.2) that we can determine whether
pact on the time needed for the system to reach the steady},q system is in famine, glut or the middle case for the sys-
state. ) , tem at timet, and whether the advantage to consumers is
Figure 3 shows the proportion of the available resources ,sitive or negative, by calculating the case and the sign of
that were donated to free-riders in the last 50 turns, which o advantage to consumers for the expected values,of
we denotec. When the system is in famine,expresses ;. andz, at that time. In practice statistical fluctuations
how well the commun_lty has |dent|f|e_d the free-riders. We may temporarily move the system into another case, but we
found thatC’ does not impact on the time needed for reach- 455ume that these excursions are sufficiently rare and short-

ing the steady state, but on the actual valuetbiat the sys-  jied that they can be ignored when we are considering the
tem shows when in steady state. We found that, except forjrge_scale long-term dynamic behaviour of the system.
the scenarios where = 0.9, ¢ is approximately inversely Figure 4 illustrates the dynamics of the system given

proportional toC'. Whenp = 0.9, althoughe is greater o560 assumptions. The ratio of the mean values fand
for C = D/10 than forC' = D andC = 9D, itisvery . 'isindependent off;, so is fixed over time. Therefore
similar in scenarios where peers have one of these two 1askt t5mine holds for these mean values for the initial state of
eagemess levels. We suspect that in practice, when theyy,q system, it continues to hold for the subsequent evolution
have one of these two eagemess levels, the consumers agf yhe system. As free-riders become collaborators in a sys-
as eager consumers for the _syste_m. Thus, our observationg, ., \ith a famine of donations, the average amount of re-
show that eagerness makes it easier for our autonomous réfs,rces donated to the system at a given time increases, but
utation scheme to identify free-riders, although we have al- the average amount consumed at that time also increases,
ready found that a high level of eagemess is not a necessaryec4 se the new collaborators are donated (and hence con-
condition for the system to work. sume) more resources than when they were free-riders. This
increase in consumption is large enough to keep the system
6 Analysis of dynamic system behaviour in famine. So if the system is initially in famine it should re-
main in famine ag; decreases, (except for rare excursions
Now we consider the effect of allowing peers to change given by statistical fluctuations), and eventually all the free-
their strategies. The value ¢f will vary over time accord-  riders become collaborators.
ing to strategy choices, whereas the values of all other sys- If the system is initially in glut therf, will increase until
tem parameters are fixed over time. We assume that peergventually the system is no longer in glut - at this point it
change their strategy in their own best interest, choosing towill be in the middle case. At the border between the glut
be either a free-rider or a collaborator so as to maximize and middle cases free-riders have a higher expected utility
their expected utility. So the gradient ¢f is positive att than collaborators.
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Figure 4. Dynamics of the system, varying  f; and D.(1 — p).

For the middle case, either the advantage to collaboratorghis held for a range of values ¢t It is therefore reason-
is negative for allf; € (0, 1), in which case collaborators able to expect the eventual behaviour of a community under
will eventually die out, at which point the system will not our autonomous reputation scheme to be similar to that pre-
work, or else it is a monotonically increasing function of dicted by this analysis, provided that the community has
f+ for fi € (0,1) which tends to—cc asf; — 0 and to a enough time to identify free-riders when peers change strat-
positive number ag; — 1. For this second alternative the egy.
system will evolve to a stable equilibrium at whigh > 0
and free-riders and collaborators have equal expected utili-g 2  An example with heterogeneous peers
ties. At the stable equilibrium the system does not work, be-
cause the advantage to collaborators is zero. In practice the
system may oscillate around the stable equilibrium rather
than reaching it precisely, because of the statistical fluctu-
ations in the value of resources donated and requested; b
the average over time of the advantage to collaborators for
the oscillating system will still be zero.

It follows that if there is not a famine of donations, the
proportion of free-riders will evolve over time to a value at

which the system does not work. It is possible that the sys- For example, begin with a network in which the values

tem initially is in a state in which it works, if the conditions of C and D do not vary widelv between peers. and the av-
for the middle case hold and the advantage to collaborators y y P ’

: " o S erage amount of resources donated in a given timeslot is
is positive, but it will eventually evolve to an equilibrium

! . . less than half than the amount requested. Clearly, there is a
state in which the system does not work. This happens EVeamine of donations. Now make the set of peers heteroge-

though in this analysis we are assuming perfect identifica- by addi hatis in d ) |
tion of free-riders. On the other hand, if there is a famine neous by adding a new peert qt IS In donating state a_t east
' j half the time, and has such a high valuel®fthat when it

of donatlons_, then the system will work and free-riders wil is in this state it is able to meet all the unfulfilled requests
eventually die out.

This gives a relatively simple heuristic for checking if in the system. The new peers expected utlity is greater

. . outside the system than as a contributor within the system,
the system is eager enough for a reputation system to have

. . - o even if all the other peers donate all their free resources to
a chance of acting to drive out free-riding by prioritizing

. L o . the new peer when it is in consuming state. So the new peer
donations to peers with high reputation: assuming that all _ . . 2 )
will become a free-rider. The remaining peers will eventu-

SEE{Z dclr]'glci) ;eftgeftfiziggig; gﬁ}ysgeajrﬁ\c/)er:?)ﬂtr?flztﬁetr:ilg ZX aI_Iy detect tha_t this has happened, and after thgt the syste_m
. o . will evolve as in our analysis, except that there is one addi-
famine of donations, ie. . . ]
tional free-rider (the new peer): eventually, all other peers
will become contributors.
Essentially, our reputation scheme encourages the do-
In our simulations, peers did not change strategies. How-nation of resources by a peer only if there is a reasonable
ever for most of the scenarios we simulated, after some timechance of the donation being repaid.
interval the effect of the autonomous reputation scheme was For distributions of”', D with large deviations which are
similar to that of a scheme with perfect prioritization, and not as extreme as in this example (for example, Zipf distri-

In this paper we have assumed that the valueS ahd
D do not vary very widely between different peers. In par-
ticular we have assumed that the standard distributions of
ese values are small and that it is sensible to discuss their
means. For some potential application systems this assump-
tion is unrealistic. If the values do vary widely our previous
analysis will not apply, although it may still be possible to
predict the system behaviour.

D.(1-p)<Cp )



butions, which we have investigated), the system behaviour [5] DELLAROCAS, C. Efficiency and robustness of bi-
is hard to analyse, as it is contingent on the behaviour of
peers with high values @ and D. More research needs to
be done.

7 Conclusion

In this paper we have demonstrated through simulations
that in a network of similar peers, our autonomous repu-
tation scheme is sufficient to discourage free-riding when
there is a famine of donations. Our analysis of a system
model indicates that when there is not a famine of dona- [g]

tions, no reputation scheme should be able to discourage

free-riding by prioritizing donations to peers with high rep-
utations.

In our simulations of the autonomous reputation scheme [9]
for sample scenarios in which there was a famine of dona-
tions, there was an incentive for collaborating as opposed to
being a free-rider in almost all scenarios where an ideal rep-
utation scheme would also provide such an incentive. The
cases where the results where different showed that our au 10
tonomous reputation scheme has a slightly worse prioriti-
zation than the ideal reputation scheme and therefore re-
quires slightly more contention for resources to keep the
utility of free-riders low. For the majority of the scenar-
ios, both schemes performed similarly. The autonomous[11]
scheme discourages free-riding by prioritizing donations al-

most as well as the ideal reputation scheme, despite being

very lightweight and easy to implement, and requiring nei-
ther central coordination nor a cryptographic infrastructure.
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